ol T ——— S o Launn o daie Beeas o o i 4 SANG, o 3 b U

 PRODUCT AWARDS

id
-
0 £

LUMES10, NUMBER 4"

9 Y/

S COMPILERS »UTILITIES
CASELIBRARIES *BOOKS

enwillitshin?
ctmanagement’

ey
i ObjectVision: Por:
- Datahase Programmi
“+for 0S/2 and Window!

’
;

| OF cHal
}

& Anaontnt

¥
¥

TRV R T L&A“.JAL.L’ g L




CONTENTS

36

APRIL 1993

I'd Like to Thank

the Academy ...

by Thomas Murphy. Welcome
to our third-annual COM-
PUTER LANGUAGE
Productivity and COM-
PUTER LANGUAGE Jolt
Product Excellence Awards
issue. Inside you’ll find re-
views of the best products of
1992, from books, compilers,
and environments to lan-
guages, libraries, and even
an operating system. Don’t
miss out on the products that
jolted our industry in 1992!

On the cover: Feel that sugar and caffeine
rush through your veins as you enjoy a cold
Jolt cola and one of our award-winning
products.

Screen shot: NeXTStep v. 3.0 from
NeXT Computer

Carter Dow Photography

escesceccccen

b1

67

Determining

Software Quality

by James Walsh. Solving the big
mystery of how many defects
are in your application can be
time consuming and frustrat-
ing. While no technique can
determine the number of re-
maining bugs with absolute ac-
curacy, the systematic mea-
surement of the rate at which
new bugs are being discovered
over time gives a valuable clue
concerning software quality.

Fast Math

and the Table

by Gary McGrath. If numerical
precision is just as important to
you as speed, you need a way
to fine-tune. your math func-
tions without slowing down
your application. This article
shows you how tables can
speed up your math without
sacrificing anything.

B Single product review

81

Borland International’s

ObjectVision

by Richard Wagner. If you're
looking for a quick way to
develop front-end applications
for Windows and OS/2,
ObjectVision could be just the
system for you. With its code-
less programming style, it’s an
easy way for programmers and
users to create applications.

Departments

b

1

17

25

3

85
g1

Editor's Notes
Larry O’Brien. Penultimatums

Feedback

Hello, World!
Thomas Murphy. NeXTStep
v. 3.0

Programming on Purpose
P]J. Playger. Three blind mice

Tools of the Trade
Warren Keaffel, with John Merk.
Configuration management

with PAN/LCM

Building Blocks
Tom Ochs. Managing change

Product Snapshots

Classified Connection

104 Advertiser Index

105 Programming by Profession

Karen Hooten. Professional
courtesy

112 Peopleware

Larry Constantine. Contrarian
conspiracy

eecececcss



.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.

Determining

Onftware Qaliy

With a little simple math, you can implement a realistic
crystal ball to predict the number of defects in your program.

by James Walsh

. One of the great mysteries of any

software development project is
how many bugs are left in the pro-
gram. While determining the num-
ber of known bugs in a software
program is simply a matter of
bookkeeping, estimating the num-
ber of bugs that have yet to be de-
tected remains something of a
black art.

While no technique can deter-
mine the number of remaining
bugs with absolute accuracy, the
systematic measurement of the rate
at which new bugs are being dis-
covered over time gives a valuable
clue concerning software quality.
The basic principle of this tech-
nique is an intuitively appealing
one. The more defects there are in
a software program, the easier they
are to discover.

This theory implies that in a giv-
en amount of testing time, more
bugs will be discovered when the
software is buggiest than will be
discovered when the software is
more fully debugged. In other
words, the defect discovery
rate —the number of new bugs dis-
covered per unit of testing time

. —tends to fall off with time as the
+ defects in a program are discovered
. and fixed. By measuring the rate of
+ falloff in defect discovery over the

course of time in a project, the
number of undetected bugs re-
maining in the program can be in-
ferred with a high degree of
confidence.

Finding bugs

Knowing the number of undetect-
ed bugs in a software program and
the rate at which these new bugs
will be discovered provides valu-
able information when deciding
when the product will be ready to
ship. While schedule pressures usu-
ally make it impossible to fix every
defect in a commercial software
program, finding every defect
—or nearly every defect—some-
times is practical.

In this case, knowing your defect
discovery rate and its rate of
change allows you to predict how
much additional time and effort
will be needed to find the last de-
fect. If schedule pressures force
shipment on a certain date, know-
ing your defect discovery rate and
its rate of decrease at that time will
tell you how many unknown bugs
will be shipping along with your
product. This helps in estimating
the incremental customer-support
and maintainance costs to be ex-
pected due to customers discover-
ing the new bugs at the predicted
rate.

secccee

RO )

On its own, the defect discovery
rate is a valuable quality metric,
since it tells you how long a cus-
tomer can use your product before
encountering a bug. Sometimes
ship decisions are made based on
the defect discovery rate falling be-
low a certain predetermined value
and remaining there for some peri-
od of time.

Robert Grady and Deborah Cas-
well, for example, report an eco-
nomically based criteria for ship
decisions that revolves around the
defect discovery rate. When the de-
fect discovery rate becomes low
enough that it would be more ex-
pensive to find the next defect
through internal testing than it
would be to upgrade the product in
the field, the product is shipped.!
The guideline they employ is that
the defect discovery rate must re-
main below the threshold value for
two weeks of active testing before
the code is considered shipable.

The probable number of remain-
ing bugs is also a very valuable
quality metric. Numerically, most
bugs in a well-written program are
minor cosmetic problems. Defect
severities tend to follow the 80,/20
rule, with 80% of defects being
noncritical and 20% actually caus-
ing program crashes, potential loss-
of-data, or other critical condi-
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LISTING 1.

#|/bin/csh -1t
set VERSION=10ab
setenv PROD_BIN
onintr INTERRUPTED
set TIME="'time $PROD_BIN/rose_e $* )&
INTERRUPTED:

echo ‘date’ $USER “$TIME” ) ‘rconfig ROSE_.DEV'/rose_SVERSION.log
exit 0

# End of script.

‘reonfig ROSE_DEV’ /main
/dev/tty’”

FIGURE 1.

Excerpt from a log file

Wed Nov 4 11:04:41 PST 1992 pete 7.3u 8.1s 3:37 7% 0+3084k 24+410 653pf+0W
15.7s 39:46 1% 0+2532K 61+2110 746pT+0M

Fri Nov 6 10:10:31 PST 1992 Jjdart 25.7u

Fri Nov 6 10:36:34 PST 1992 jdart 24.9u 17.1s 19:24 3% 0+2836k 32+2110 650pf+OW
Fri Nov 6 11:39:26 PST 1992 andrea 7.8u 10.5s 5:19 S% 0+2564k 46+010 848pf+OW
Fri Nov 6 14:38:37 PST 1992 jimr 0.0u 0.1s 0:01 11% 0+112K 12+01i0 21pT+0W

Fri Nov 6 16:21:39 PST 1992 sjl1 47.9u 43.0s 44:19 3% 0+2096k 155+310 1957pf+0W

and making sure the bugs left are

not randomly selected, giving criti-

cal areas of functionality a dispro-
portionate amount of testing and
bug fixing.

As a practical matter, measuring

a project’s defect discovery rate in-

volves two factors:

m Knowing how many new defects
were discovered in a given peri-
od of time

®m Knowing how much testing was
done on the software in that
same period of time.

' The defect discovery rate, then,

is computed simply by dividing the

number of bugs found by the
amount of testing time. This yields
the yalue for “defects per unit of
testing time” that

dcfcctg discovery r'::: {;flei: B

: . process

is repeated for each interval of

interest.

Debugging Rational Rose

Our experience in the Rational .
Rose project, a 230,000 line 700-
class CASE tool written in é++

tions. In addition, for many
applications only about 20% of the
total feature content is critical, in
the sense that errors in these fea-
tures impair the program’s fitness

for use.
The remaining 80% of all errors

tend to be in areas of noncritical
functionality or in an area with re-
dundant means of accomplishing
the same function. The probability,
then, that a randomly selected bug
will be a critical bug occurring ina
critical functional area is roughly
20% of 20%, or 4%.

In other words, the chances are
about 96% that a given bug is mi-
nor. If you leave N randomly se-
lected bugs in your product at ship-
ment, the chances that all N of
them will be minor are on the or-
der of 0.96™. This probability be-
comes small quite rapidly; for ex-
ample, if you leave 17 bugs in your
product at ship, the odds that all of
them will be minor is only 50%.
This argues for leaving a small
aumber of bugs in your program
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provides 2 good illustration,
used an automated defect tr,, ,c
system for all bug reporting );jr’)n
only was an automated too] v, ]uf
able to simplify the bookkeepi,
and workflow management m,\,i
needed to resolve the bugs, i ; ‘I“as
also an important collection point
for our defect discovery rate
statistics.

As defects were submiitted to oy,
on-line defect tracking system i
users and testers, the bug repm'
was automatically tagged by the
system with a submission date and
time. While initially not all defects
were reported to the tracking sys-
tem as they were found, over the
course of time (as the “folklore”
defects were all input, and the val-
ue of having timely defect data was
understood), compliance became
extremely high.

Over the course of the project,
we could say with confidence how
many new defects were discovered
on a certain day. “New defects”
means valid defects that were not
previously discovered; this screens
out duplicates, rejected bugs, and
enhancement requests. The num-
ber of new bugs attributed to a giv-
en date would sometimes vary 25
the bugs submitted on that date
were later examined and classified
This also caused the daily defect
rates to fluctuate, depending o
our later disposition of that day’s
bugs. At this writing, ouf 10" o
daily defect data stretches back for
well over a year to the very early
stages of the project. .

If the amount of testing bemgil
done each day is uniform the dao}’
bug count gives a good meas’
the defect discovery rate. 112
UNIX multiuser eavironmer®
however, it is relatively €35 10
nonintrusively instrument s agon
plication so that its total exec? and
history by all users is rec” elt’S
this gives more accurate resu n‘

To record the total CXCC?flf ort’
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Determining Software Quality

LISTING 2.

YYMMDD UserCPU SysCPU clock #defects
921102 0.0 sec 0.0 sec 00:00:00 1
921103 42.7 sec 44.6 sec 01:07:47 3
921104 63.2 sec 65.9 sec 17:14:24 1
921105 5.9 sec 11.8 sec 00:27:50 0
921106 233.5 sec 201.8 sec 32:59:05 0
921107 0.0 sec 0.0 sec 00:00:00 0

FIGURE 2.
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Plot of project defect discovery rate

analysis, as show? in Elgur; 11.0 II:
by always 'usmg the go_
ging sh invoke the I}f :

am under test 1 tota cf’._x
ecution time—clock of U—o
our software could easily be detez-
mined for any time interval.

By using out automated. defect
tracking system tO dctz?rmlne how
many bugs were submitted on 2

given day and our logging script to

! T

7/31/91

r our software, we wrote 2
script, shown in List-
d the binary. This

d a sub-shell, using

time fo
simple shell
ing 1, aroun
script spawne

the UNIX #ime(1) command to €x-

ecute the program under test and
record the total CPU and elapsed

clock time consumed by each

invocation.
This script also recorded other

useful data, such as the ID of the
user invoking the program, 4

timestamp for €
cation, and appended th

the current
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track how much our application
had been used on that day, we had
the elements in place to determine
our defect discovery rate. A simple
script cor_related the defect and £x-
ecution time data, logging for each
day and for all users the date, total
seconds of user CPU time to’tal i
seconds of system CPU tir’ne total
elapsed clock time, and num’b o
new bugs reported that day, a e
shcz)wn in Listing 2, AL

ur results sh; i
correla}tion betwgz‘: glzzll;yalxﬁle
CPU times for our application, oth

seveesenes
®e0ccscen
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er than that the clock time, ,
to cluster in 24-hour . vlcn X
some users occas‘ionany lef, ;ias
plication up semi-idle on (. €4
screens for several days at , ;ir
In general, for application :ne.
grams there is very little col: 1
tion between the number of Iroa.
a program is displayed on S(j}‘cnﬁrs
and the amount of time its xlmyc_
tionality is actually being excreigeg

Correlating results= ’“‘g
To compensate, we used CPU tin,
in all our defect rate calculation;
because CPU time is only con- ’
sumed during the active use of
application. In addition, we us:
only the user portion of the CF
time, on the theory that it more -
curately reflected use of code w:
had written than the total or sys-
tem CPU time would, since the -
ter is involved primarily with the
execution of library functions.
Having available a daily record
of the number of new, valid defects
reported and the total amount of
CPU time consumed by our appli-
cation each day, computing ouf
daily instantaneous defect discov-
ery rate was simply a matter of di
viding the two numbers. The in-
stantaneous defect discovery rate,
however, is highly variable, de-
pending on the type of use an
program features exercised on?
given day and whether of not the
bugs discovered were 10g&° on
the same date. In fact, we ¥
occasionally have situation® yuee
bugs were reported on 2 day Wi
no CPU use, giving infinities I#
our instantaneous rates. .
To cope with this vari2 ility ?
more easily spot trends, ¥ e
aged our data, computing .Ol.lr-n
fect rate for each day by d“”dé gﬂ
the number of bugs disco¥®’ he ©
the previous three weeks by ¢ o
tal amount of user CPU 7 X f\vcr
sumed in that period of ! s
aging, of course, intr duccsﬂ
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degree of inertia to the data, mask-

ing short-term effects. However,
for our project we found a three-
week averaging interval provided
adequate smoothing and still re-
vealed changes fairly quickly.

We also excluded from our de-
fect data the CPU time consumed
by our automated regression test-
ing tool. This tool was used to ex-

ecute automated test suites, and, at

peak times, drove the application
under test around the clock for
days at a time on several work-
stations simultaneously. Though a

vital element of the software qual-

ity assurance process, this form of
testing—because of its repetitive
nature —tends to find few new
bugs per unit CPU time.

In any case, it is not represent-

ative of the type of use the applica-
tion would receive in the field. For
these reasons, the scripts that accu-

mulated utilization data excluded
execution times corresponding to
runs of the automated regression

B2 COMPUTER LANGUAGE m APRIL 1993
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tests. New defects found by these
utilities were included in the bug
counts, however. In addition, bugs
submitted against the software’s
documentation were excluded
from the bug counts; only bugs in
the software were counted for pur-
poses of computing the defect dis-
covery rate.

Making it make sense

Once our defect discovery data was
processed, it was graphed. For our
application, we found it conve-
nient to use units of “defects per
1,000 seconds of CPU time” to
graph our data because the Y val-
ues fell quickly between 0 and 100.
These graphs formed a revealing
picture of the quality level of our
product throughout the project life
cycle, as shown in Figure 2.
During the course of develop-
ment, our product passed through
four major iterations, each of
which corresponds to a peak on the
defect finding rate curve, as shown

$ 0000000000000 000000000000000000000000000000000000000000000000a00000000000000000000000000000000000600060600000660 6060000000090 00000680000006060009060060000008s80SH

in Figure 3. In each iterarion, the
defect discovery rate curve hasa
leading edge during which the dis.
covery rate is rising, a pisteau dur.
ing which the rate is roughly con-
stant, and a trailing edge during
which the defect rate rapidly de-
clines. These three periods corre-
spond, respectively, to the prod-
uct’s integration phase, the alpha
test phase, and the beta test or cus-
tomer ship phase.

During the integration phase of
a project, where previously written
code fragments or subsystems are
being brought together to work in
combination for the first time, the
defect discovery rate — paradoxical-
ly—starts out being low. Over the
course of time, as integration pro-
ceeds, the discovery rate rises.
Though initially counterintuitive,
there is a good reason for this phe-
nomena and even a name: defect
masking.

The defect discovery rate is ini-
tially low because there are so
many severe bugs in the code that
they hide or mask each other. For
example, if the application imme-
diately crashes whenever its File
menu is accessed —as may well
happen during the earliest phases
of integration —none of the op-
tions on that menu can be
exercised.

Thus, a high-level, severe bug
prevents the exercise of other pro-
gram features, masking other bugs
that may be in them. This givesa
low defect-discovery rate because
no matter how long the program is
exercised, only a small set of bugs
will be found, as little of the pro-
gram’s functionality is accessible.

As integration progresses, more
and more of the programs’ func-
tionality becomes accessible. This
makes the process of finding de-
fects more efficient, since more test
scenarios can be completely ex-
ecuted, and the defect discovery
rate rises until the product be-
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FIGURE 4.

Musa’s basic model

Defects per unit of time —————3»

Initial defect discovery rate

5 ( Initial rate )
P Total defects

Total number
of defects

comes fully testable. At the time all
the product’s functionality be-
comes fully testable, we say that
the integration phase has ended,
and the alpha test phase has begun.
Indeed, we used the leveling off of
the defect rate as an objective mea-
sure of when integration was actu-
ally completed.

Alpha testing is characterized
initially by a plateau in the defect
discovery rate. This is because,
though the system is now fully test-
able, it still contains a large num-
ber of bugs and defects that are be-
ing reported as fast as they can be
found and logged into the defect
tracking system. An upper limit on
the defect finding rate is imposed
not by the number of bugs in the
software, but rather by the test
team’s efficiency in finding and re-
porting such bugs.

Even if the software contained
an infinite number of bugs, they
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Number of defects detected

could not be logged any faster than
the efficiency the finding and re-
porting process permits. This is
why the peak defect discovery rate
for each iteration of our software is
roughly constant. Our peak effi-
ciency finding and reporting of
bugs is somewhere on the order of
six bugs per clock hour of testing.
It is the breadth of the plateau rath-
er than its height that is the indica-
tor of how buggy a given release is.

Keep testing

Until the number of bugs reported
begins to approach the actual num-
ber of bugs in the software, the de-
fect discovery rate will remain
roughly constant. During this frus-
trating phase of product develop-
ment, there is no way of distin-
guishing between a finite number
of defects in the program under
test and an infinite number; both
would show the same defect dis-

© 8 0 0000000 ELT 0000000000000 00000000000000000000000000000000000000000000000000000000000O00GCO00GCCEOINONEEOEORRLOEEONOLO0OC00C00O00C00000GC0OCC00COC0O0OC0O00C0OC0OCOOCIOISENACENeEcoInsssssoasss

covery rate. Once a significant
fraction of the defects remainiry in
the software has been reported the
defect rate begins to fall off be-
cause new defects become harder
to find.

More testing is required to find
each new defect. At this point, 2
sudden or systematic drop in the
defect rate will be encountered,
and we can begin to infer the num-
ber of undetected bugs remaining
in the software.

While plotting the defect discov-
ery rate vs. time can provide valu-
able project-management informa-
tion, it is more useful to plot the
defect rate vs. the cumulative num-
ber of defects discovered when you
want to infer the number of defects
remaining. The cumulative num-
ber of defects provides a nonlinear
time axis that normalizes out the
effects of periods when little or no
testing was done.

Musa’s technigue :

Work by John Musa and his col-
leagues has established a strong
theoretical basis for determining
the remaining defects in a program
from the rate of change of the de-
fect discovery rate with respect to
the number of defects discovered,
as shown in Figure 4.2 Musa’s basic
model suggests that if a straight
line is fitted through the curve de-
scribing the decline in defect rate,
this line will intercept the X axis at
a point corresponding to the total
number of defects in the program.

Subtracting the number of cur-
rently known defects from the total
number of defects predicted in the
program gives the number of cur-
rently undetected defects. Musa
also describes a more sophisticated
exponential model, but we will fo-
cus on the basic model here.

To illustrate how this technique
may be used in practice, let’s look
at the defect discovery rates for one

.
© 9 0 0 00 0000000000 E000000000 00T 000000C00000000000000000C000000000 000000 0ICCILLIONEONIIOIAIOLOIOIOEOGIOIGOG®ESEOSEOOIOEEOGEOROEEOEEOSTOIOIROSRTOTOINRIXTS®TY!



qtion of the UNIX version of
¢ product, shown in .Figure 5.
Fitting 2 linear regression curve to
! he falling slope of the defect rate
! qve for this iteration predicts a
wotal of 1,3 54 cumulative defects.
 gobtractin;: the 1,011 defects
known at the time the code was
frozen suggests that there were 143
anknown defects left in this iter-
ation. Assuming that there were
actually 1,154 known plus un-
known defects in the first iteration,
+ and knowing that there were
200,000 lines of code in this iter-
ation gives us a defect rate of about
six defects for every 1,000 lines of
code.

In the next iteration, 30,000
lines of new code were added. If
this code had the same bug rate, we
: could predict that 180 new bugs
+ would be introduced in the next it-
: eration on top of the 143 undetect-
ed bugs remaining from the pre-
vious iteration. We knew that
about 323 bugs would be present in
the next iteration of the product
before testing had even begun on
it. In fact, we found 433 bugs in the
next iteration of the project, at
+ which time the defect discovery
: nte fell rapidly to our target level.
+ This discrepancy could either be in
+ our original bug estimate, or it
+ could be because the new code had
+ ahigher defect rate than the old
+ code.

Perfecting perfection

Inferring the number of defects re-
maining in a software program is
D0t an exact process, even using

: these statistical techniques. Esti-

+ mating to an accuracy of 34% is too
good to be hoped for in most cases,
a5 simply choosing the interval

+ over which you fit the regression

+ curves can introduce considerable
variability. We attempt to be con-

+ Strvative in this procedure by con-
y sidering upper and lower bounds
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for the number of remaining de-
fects in our planning process.
However, simply having a rational
basis for determining upper and
lower bounds on the number of re-
maining defects is a considerable
advance in the state of the art.

Knowing how many undisco-
vered bugs are. in the current ver-
sion of your project and how many
will be present in the next version
is very valuable information. It al-
lows you to more accurately esti-
mate test and debug times, ship
dates, customer satisfaction, sup-
port requirements, and more.
There is no magic to the process,
nor is it guaranteed to produce
100% accurate estimates.

Putting the systems in place to
measure the number of defects
found and how much your soft-
ware has been used and using this
information to measure your defect
discovery rate, however, will tell
you a lot about the quality of your

1 1 I 1
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oo

Cumulative defects

software. Having hard data on the
quality of your product instead of
relying solely on subjective guesses
is an essential step to making the
informed decisions needed to pro-
duce a first-rate system. W
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